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Dirty bombs threaten to unleash global gunpowder plot 
Dr W DUNCAN WOOD 

LAST night was Guy Fawkes night, and saw many of the world's top nuclear and counter-terrorism experts meet at a Nato-sponsored conference in Britain to work out ways to make sure the terrorists don't succeed where Fawkes failed - with easy to make, low-tech, radiological dispersal devices, otherwise known as "dirty bombs".

Unlike the "suitcase nukes" that experts were worrying about at the end of the Cold War, 'dirty' bombs are made from relatively easily obtained radioactive material that is found in everyday devices such as smoke detectors and medical scanners.

Dirty bombs are technically easy to build - just mix a few grams of highly enriched uranium and plutonium with conventional explosives or a lot of fertiliser - and, hey presto, you have a dirty bomb. In 2002, several al-Qaeda members were arrested in New York on suspicion of building a dirty bomb.

And the 'terror' aspect of dirty bombs is very powerful. While a suitcase nuke is potentially far more devastating because it is made up of nuclear fuel or bomb material that sets off a nuclear reaction, producing a highly destructive bomb as well as a large radiation footprint, dirty bombs are far more likely to actually happen, because the material needed to make them is unsecured.

Furthermore, most of us do not know the difference between the two, and equate radioactive with nuclear - so in terrorism terms, it is highly effective, though not necessarily as destructive.

The small size, portability and relatively high value of so-called sealed sources - radioactive material for the civilian market - makes them vulnerable to misuse and theft. The UN's International Atomic Energy Agency (IAEA) reported 272 cases of illicit trafficking in sealed radioactive sources between 1993 and 2002.

The IAEA also estimates that 110 countries worldwide still fail to impose adequate controls over sealed sources. Perhaps even more disturbing is the fact that there are significant security lapses in the countries with the strongest regimes: the European Union's member states lose up to 70 sealed radioactive sources annually, while the US Nuclear Regulatory Commission estimates that up to 250 sealed sources and devices are lost or stolen in America every year.

This weekend's conference aims to address these problems. The conference is being organised by the Edinburgh, London, Washington and Moscow-based Institute for Applied Science (IAS), a non-profit organisation that focuses on non-proliferation policy and commercialisation of technology developed in the Russian Academy of Sciences.

The workshop includes academics, policy makers, strategists, security officials and politicians from 22 countries.

The main concern of the conference is that while Nuclear Sources - the plutonium and highly enriched uranium which are used to make nuclear bombs and run nuclear power plants - are relatively hard to come by, harder still to handle and are mainly government controlled, other radioactive sources are used throughout civilian life and number in the millions.

They are to be found in smoke detectors, fixed gauges, industrial radiological food processing, academic research, electrical generators and medical diagnosis and treatment equipment. They are everywhere. It is estimated, for example, that there are nearly five million radiological sources in use in Europe alone.

And while the control of nuclear weapons and energy sources are the subject of tough international treaties, civilian radiological sources are not. They are subject to voluntary controls at best.

Nato's involvement is based upon a major rethink of its purposes and capabilities, which was initiated by former Nato Secretary General Lord Robertson. The world is in the throws of a revolutionary change ushered in by the dramatic events of the last decade and brought into painful focus by 9/11.

This revolution requires a complete reevaluation of what constitutes security, what are the threats to security, and what should be the proper responses to those threats - particularly terrorism. Because security now means far more than military might, it requires a far greater coordination and communication between a far wider range of thinkers, policy makers, and officials than ever before. These workshops are a response to that need.

The new world bequeathed to us by 9/11 requires a new way of thinking - and for the safety of us all it is essential that we come up with the right answers.

• Dr W Duncan Wood is a research director of the Institute for Applied Science
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